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In brief 

Health Data

Data on patients’ health have been collected for a long time 
to enable good healthcare for the individual patient and to 
gain new medical knowledge. In pace with developments in 
technology and biomedicine, more data, and more types 
of data, can be collected, stored, combined, linked and 
analysed in new ways. The potential benefits are huge, but 
this development also demands weighing up the ethical 
issues involved.

What is health data?
Health data means personal data* 
about a person’s health status. Health 
data comes in many forms. What is 
often meant is data collected and doc-
umented in healthcare settings, i.e. the 
content of medical records and reg-
isters of various kinds, doctors’ pre-
scriptions, pathology test results, X-ray 
images, genetic tests, etc. Health data 
can also be found in other systems 
such as billing, payments to health 
service providers, and patient trans-
port booking systems. Health data 
may also be collected in connection 
with research, including clinical tri-
als. Individuals themselves are also 
collecting more and more data relat-
ed to their own health and well-be-
ing through various types of wearables 

and mobile phone apps. Individuals 
can also order genetic analyses of their 
own DNA.

Genetic data 
Health data and genetic data are cat-
egories that overlap only partially. 
Some genetic data are also health data, 
such as the results of certain genetic 
tests. However, not all genetic data are 
health data, including data on heredi-
tary characteristics which are not pre-
sumed to have any medical relevance, 
or data relating to parts of a person’s 
DNA that do not encode for any ob-
servable traits. A feature of genet-
ic health data is that they can provide 
information about genes linked with 
diseases and the risk of future disease. 

The "In brief" series of pub-
lications highlights ethical 
and societal aspects of a 
particular topic. 

The translation from  
Swedish has not been 
reviewed by the Council. 

Published January 2023

*  Personal data means any informa-
tion that can be directly or indirectly 
connected to a living person. 
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Health data can provide informa-
tion about others
A particular feature of health data 
is that they can provide information 
about not only the individual the data 
points relate to, but also about other 
persons, alive and dead. This is par-
ticularly apparent when it comes to 
genetic information about inherited 
characteristics.

Where does health data occur?
Health data on all or part of the pop-
ulation is administered by a number 
of actors. In addition to the various 
units within the healthcare system, the 
school health service, and occupation-
al health services, these actors include 
a number of government agencies, re-
search institutes and providers of al-
lied health services utilised by organ-
isations and individuals. Health data 
may also be stored within insurance 
companies and by employers.1 Data 
on the health of individuals also oc-
curs in a number of other contexts: in 
newspapers, on TV and social media, 
in conversations between friends and 
acquaintances, etc. 

How is health data used?
Health data is a prerequisite for good, 
safe and coordinated medical care of 
the individual. It is also fundamental to 
personalised treatment and the devel-
opment of precision medicine. Health 
data can help us to improve prevention 
tools, for example by making it easi-
er to identify risk groups. This allows 
screening programmes* to be designed 
to embrace only groups where these ef-
forts have a clear benefit. Contact trac-
ing for infectious diseases also requires 
health data. In addition, access to and 
the collection of health data can help 
individuals to gain greater control over 
their health through self-monitoring of 
vital signs in chronic diseases.

The use of health data is also a prereq-
uisite for following up and developing 
healthcare, primarily through com-

paring treatment methods, but also by 
comparing processes and providers. 
Health data is also the basis for much 
of the research that leads to knowl-
edge about the causes of disease as 
well as effective treatments. 

Some important regulatory frameworks

The EU’s General Data Protection Regulation (GDPR)2 regulates 
the processing of personal data. In principle, the processing 
of personal data means everything that can be done with 
the data, such as collecting, registering, storing, linking and 
merging, or disseminating the data. According to the GDPR, 
personal health and genetic data constitute sensitive personal 
data, which means that they may only be processed if certain 
conditions are met, for example that an explicit consent has 
been obtained, or that the processing is necessary for reasons 
of important public interest. In most cases, processing of 
sensitive personal data requires suitable and specific safety 
measures. The GDPR is law in all EU countries, but each coun-
try can (and sometimes has to) make supplementary laws. 

The Patient Data Act3 specifies how personal data may be 
processed in healthcare settings. A new Act on shared health 
and social care documentation has also been adopted, which 
aims to improve the sharing of data on patients and social 
care users between the healthcare and social care systems.4

The Act concerning the Ethical Review of Research Involving 
Humans5 states that if health data or genetic data are going 
to be used in research, the research must first undergo ethi-
cal review and be approved.

The Public Access to Information and Secrecy Act6 regulates 
how government agencies may process official documents, 
which includes the question of when they may release 
official documents that could contain data about the health 
of individuals. The Act contains rules on secrecy, and when 
departures from these rules may be made.

The Biobanks in Medical Care Act7 regulates how tissue sam-
ples may be collected, preserved and used for certain pur-
poses, as well as how the personal data of the tissue donors 
may be processed. 

The Genetic Integrity Act8 is a single Act covering genetic 
testing and data within the healthcare system or medical 
research aimed at providing information about a person’s 
genome. According to the Act, no unauthorised person may 
gain access to genetic information about another person. 
However, insurance companies may enquire into and use ge-
netic information in risk assessments for personal insurance 
for very high amounts.

*  Investigations that look for signs of 
disease in a larger number of symp-
tom-free individuals.
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Digitalisation opening up new 
possibilities
The development of digital technology 
along with developments in the fields 
of medicine and medical technology 
have led to the collection and digital 
storage of more and more data on the 
health of individuals. Digitalisation 
also offers new possibilities for shar-
ing health data between different ac-
tors, for example, to improve the 
treatment of an individual or to en-
able quality assurance, research and 
innovation. The development of more 
powerful computer processors and 
more efficient algorithms has made 
it easier to process large health data 
sets in order to unlock previously un-
known correlations that can have an 
impact on prevention, diagnosis or 
treatment. All in all, this has led to a 
growing interest in being able to use 
digitalised health data in various ways 
to support health and efficiency in re-
source utilisation.

An area that requires access to large 
quantities of digitalised health data 
is precision medicine, which aims to 
provide patients with treatment that is 
tailored to the patient’s particular cir-
cumstances and needs. Another area 
where access to digitalised health data 
is crucial is in the development of au-
tomated tools for use in the healthcare 
system, often based on artificial intel-
ligence (AI). AI algorithms need to be 
trained with large quantities of data in 
order to learn how to fulfil their task.* 

Ethical and social aspects of 
health data

Health and well-being
Improving health is the most import-
ant purpose when health data are pro-
cessed. For the individual patient, the 
processing of health data is neces-
sary to be able to make a diagnosis 

and to decide on, implement and fol-
low up treatment and care interven-
tions. Digitalisation allows healthcare 
providers to access patient data gen-
erated by other healthcare providers, 
which has the potential to lead to an 
improvement in the quality of care for 
individuals. Health data can also help 
to target prevention initiatives at the 
right individuals and to make them 
more efficient. Genetic tests can lead 
to the detection of phenomena and 
conditions that can be rectified or al-
leviated by early detection.

Health apps and wearables that col-
lect health data can assist in the early 
detection of disease and help patients 
gain greater control over their chronic 
illnesses, for example by being able to 
adjust their drug treatment.

*  Read more about AI in the publica-
tion In brief – Artificial intelligence 
in healthcare from the Swedish 
National Council on Medical Ethics 
(Smer 2020:2).

Processes under way to improve the benefits of health data 

A European Health Data Space10 Work is under way in the EU 
to facilitate sharing and access to different types of health 
data – including electronic medical records, genetic data and 
data from patient registers – with the healthcare system 
itself (primary use) and for researchers and policymakers 
(secondary use). Access to health data will be facilitated, 
while specific safeguards to protect the data will be created. 

Genomic Medicine Sweden (GMS).11 GMS is a national initiative 
aimed at providing more patients throughout Sweden with 
broad access to gene sequencing in healthcare to improve 
diagnostics and individualised care and treatment, and to 
increase the use of genomics and health data for research, 
development, and innovation.

Inquiry into more possibilities for the secondary use of data. 
The Swedish Government assesses that there are currently 
barriers for researchers, public administration and parts of 
the healthcare system to sharing health data in a suitable 
way. The Government has therefore appointed an Inquiry to 
propose expanded possibilities for using health data for pur-
poses other than those for which they were collected, such 
as for the care of other patients, and for research, develop-
ment and innovation. The proposals must take into account 
the individual’s need for protection of their privacy.12
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The processing of an individual’s 
health data can also benefit the health 
of other individuals, for example by 
contributing to learning in healthcare 
organisations. The systematic pro-
cessing of group-level patient data on 
treatment methods, outcomes, and 
complications can assist in weeding 
out less effective or higher risk treat-
ments. Being able to compare data 
from many different individuals is es-
sential for tailoring treatments using 
precision medicine methods. Access 
to health data is also essential for the 
development of new and better treat-
ments and more precise decision and 
assessment tools.

Information overload and health 
stress 
Although access to health data generally 
makes a positive contribution to health 
and the quality of care, this does not 
mean that having as much information 
as possible is always a good thing for 
the individual. For example, a genetic 
test can detect a predisposition for an 
untreatable disease and the individual 
is then forced to live with the knowl-
edge for many years that, with some 
degree of probability, they will develop 
this disease. In other cases, the data 
may be difficult to interpret because 
knowledge is lacking about the strength 
of the link between a certain genetic 
variant and a certain disease. The 
question of what is ‘too much’ infor-
mation may come to a head with the 
precision medicine approach, where 
large quantities of data are collected to 
make more accurate diagnoses or tailor 
treatments for each patient.

Constantly monitoring health status via 
health apps and wearables could also 
lead to health stress and to medicalis-
ing problems that are fundamentally 
down to psychosocial factors. Just like 
other forms of screening, applications 
that collect and analyse health data with 
the aim of detecting disease or the risk 

of disease can result in over-diagnosis 
and over-treatment and worry people 
who are healthy unnecessarily. 

Empowerment
By providing patients themselves with 
access to the data generated about 
them in the healthcare system via their 
online medical records for example, 
they can become more empowered in 
their care, which in turn can improve 
the quality of their care. Patients can 
be even more empowered if they are 
not only able to access health data but 
can become co-creators of their own 
health data, for example by reporting 
inaccurate data in their health records, 
or uploading data collected through 
wearables. By being able to share med-
ical records data or data from health 
apps with other patients, patients can 
learn more about their diseases and 
become aware of research projects or 
alternative treatments.13

Privacy and data protection
Data about a person’s health is usually 
considered to be privacy-sensitive data. 
Some data may be particularly sensi-
tive, such as data relating to mental 
illness, certain communicable diseas-
es such as HIV, substance abuse and 
addiction, and sexual and reproductive 
health.14 Genetic data, which can pro-
vide information about genes linked to 
diseases and the risk of future disease, 
may also be particularly sensitive.

Privacy

Privacy is a concept that is used and defined in different 
ways. In general terms, privacy concerns the protection of 
the individual’s person, private sphere, and private life. We 
are assumed to have the right to privacy, but there are dif-
ferent views as to what having this right respected actually 
means. In the case of private data, for example, some people 
say that privacy is respected as long as this data is kept from 
others, while another view is that privacy is protected as long 
as the individual can control who is given access to the data.15 
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Health data can reveal information 
about not only the individual to which 
they refer but also those close to that 
individual, such as their biological rel-
atives. When it comes to information 
about communicable diseases, for ex-
ample, health data may also reveal in-
formation about other individuals in 
the infected person’s private sphere.

A person accessing data about an-
other person’s health without reason-
able grounds may in itself constitute 
a breach of privacy. The damage that 
can occur when health data are dis-
closed ranges from social disdain to 
stigmatisation, discrimination and ex-
pulsion from the person’s community. 
In extreme cases, it can lead to vio-
lence related to social norms in hon-
our cultures for example.16 Other pos-
sible consequences of the disclosure 
of health data are difficulties in get-
ting a job, bank loans or insurance.17 
Digital rights groups have warned that 
data from period tracking apps that 
track a women’s menstrual cycle could 
be shared with other actors and used 
as evidence that a woman has had an 
abortion in countries where this is a 
criminal offence.18 There are also con-
cerns that people with certain diagno-
ses may be treated less favourably or 
not receive equal care in other parts of 
the healthcare system if their diagno-
sis is disclosed. For many, the conse-
quences might not be particularly se-
rious if their health data fall into the 
wrong hands, but for some it could be 
fatal, such as people who live under 
honour-based oppression or in violent 
relationships.20 

Given that data about a person’s 
health are sensitive, all processing of 
health data requires a trade-off be-
tween the potential benefit and the 
risk of privacy breaches with negative 
consequences. In order to reduce this 
risk, the data should not be processed 
by more people than are necessary 

to achieve the intended benefit. The 
risk of data being disseminated in a 
way that will harm the individual also 
needs to be addressed, for example, 
when patients are given access to their 
medical records via the Internet.

To prevent health data from falling 
into the wrong hands, there are strict 
requirements on the organisation-
al and technical systems that process 
health data. Weaknesses in data secu-
rity can lead to the data falling into 
the wrong hands by mistake, but un-
authorised actors can also appropriate 
the data for themselves from records 
or registers through active data securi-
ty breaches. This may include breach-
es out of curiosity, where the actor in 
question is just interested in getting 
information about a particular person, 
as well as breaches where the intention 
is to blackmail the individual or organ-
isation affected, or to sell the data for 
commercial purposes.

” Given that 
data about 
a person’s 
health are 
sensitive, all 
processing 
of health 
data requires 
a trade-off 
between the 
potential ben-
efit and the 
risk of privacy 
breaches”

Big Data

The term Big Data refers to the processing of large, complex 
data sets to detect new patterns and gain new knowledge. 
The volume and variety of data as well as the velocity with 
which new data are generated require new methods such as 
artificial intelligence (AI) for their analysis.
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Privacy and Big Data
Many of the benefits that the broader 
use of health data is expected to lead to 
in terms of better health and greater ef-
ficiency require the capacity to analyse 
large quantities of data from electron-
ic medical records, health data regis-
ters, web platforms, mobile phones, 
wearables and other sources (Big Data). 
When large quantities of data about 
a person are collected and analysed, 
a person’s entire life can be mapped 
and new sensitive data can be deduced 
from this mapping, for example, about 
disease and health. This can include 
data points collected about the person 
that taken alone, the person would not 
see as problematic, such as data regis-
tered by wearables. The person might 
consent to the data being used, but find 
it difficult to fully comprehend what 
data they are handing over to anoth-
er party, and what it might reveal when 
combined with other collected data.22

De-identification 
When it is not necessary to know who 
the health data comes from – as is 
often the case in research, development 
and evaluation, for example – de-iden-
tification by anonymisation or pseud-
onymisation can be a means of protect-
ing privacy while enabling the data to 
be used beneficially. But with suffi-
cient de-identified data from a specif-
ic person, it may be possible to re-iden-
tify the person (see fact box). As more 
advanced analysis methods are devel-
oped, particularly AI-based methods, 
and more and more data points are col-
lected on individuals, the potential for 
re-identification is rising. This is some-
thing that could be used by actors in-
terested in identifying individuals, for 
example, in order to target advertising. 

Autonomy
One way of dealing with privacy is-
sues is to require consent for the pro-
cessing of health data, under the as-
sumption that the individual’s privacy 
is not breached as long as individuals 

themselves control how their data are 
used. Requiring consent is also a way 
of respecting the individual’s right to 
autonomy. Patients’ control over their 
health data may be improved by the 
option to block access to all or parts 
of their medical records. Personnel at 
units other than the unit where the 
data were collected will then need to 
obtain explicit consent to access the 
data in the medical record.

However, we are not always capable of 
making decisions when we are in ur-
gent need of medical care and health 
data about us needs to be processed. 
This raises questions about what the 
trade-off should be in such cases be-
tween on the one hand, care for the pa-
tient’s health, and on the other hand, 
respect for their autonomy. Overriding 

Identifiability, pseudonymisation and anonymisation

Health data are data that relate to an identifiable person 
(this is what makes them personal data). Some data directly 
identify individuals, for example, if a name or personal iden-
tity number is included. Other data indirectly identify individ-
uals. An example of this kind of data might be: “43-year-old 
woman born in Örebro, appendectomy 1987, malaria after 
trip abroad 1999, pregnancy 2006”. There may only be one 
person who fits that description – thus, the woman is indi-
rectly identifiable. It is often difficult to determine whether 
a certain set of data will enable individuals to be identified. 
It is unlikely that any individual could be identified based on 
these data: “52-year-old resident of Gothenburg, complained 
of cold symptoms in 2019” – simply because there are prob-
ably many people who could fit that description. The more 
data available about a person or the more unique those 
data points are, the greater the risk that the individual will 
be identifiable. In some contexts, data points are used that 
do not in themselves enable identification, but if combined 
with other data points, they do. When these data sets are 
kept separate, the former are called pseudonymised per-
sonal data. In theory, these data could identify individuals, 
but measures have been taken to make this difficult. On the 
other hand, with anonymisation, all data points that enable 
individuals to be identified must have been irreversibly 
stripped away. Identification must not be possible with the 
aid of supplementary data either. Anonymised data is not 
counted as personal data. 
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the individual’s control in order to pro-
tect their health is usually seen as justi-
fiable, at least in emergency situations.

Using, for example, AI-based tools 
to predict the future risk of disease 
through broad analyses of patient data 
raises questions about what consent 
ought to be required from the patient and 
how the patient’s best interests from a 
health perspective should be weighed 
against the right to refuse medical 
treatment and to say no to unwanted 
health information. Monitoring your 
own health status with health apps and 
wearables can provide better opportu-
nities for taking control your life, but 
may also lead to concerns about health 
taking over your everyday life and in 
practice limiting your autonomy.

Informed decisions
A truly autonomous decision requires 
not only that the individual has deci-
sion-making capacity, but also informa-
tion about what the decision involves 
and its consequences – hence the re-
quirement that consent be informed. 
Ideally, the information provided when 
requesting consent for the processing 
of health data should indicate what data 
are being collected, with whom the 
data will be shared and for what pur-
poses the data will be used. As more 
and more health data are collected and 
used in more and new ways, this ideal 
may become more difficult to fulfil. 

One problem is that collected health 
data may be used by many different 
actors and for many different purpos-
es. The information given to the in-
dividual is therefore in danger of be-
coming overwhelming and difficult 
to comprehend. This leads to what is 
called the ‘transparency paradox’: the 
endeavour to respect the individual’s 
right of autonomy by providing com-
prehensive and detailed information 
in fact risks undermining it.23 Instead, 
providing more generalised informa-
tion that is easier to grasp means that 

the person giving consent loses some 
control and must very much rely on 
the data being processed in ways that 
they would find acceptable.24 

Obtaining meaningful consent is fur-
ther hampered by advances in the devel-
opment of technologies and methods, 
which mean that it may be possible to 
use data in new ways that cannot be pre-
dicted when the consent is obtained. In 
addition, sometimes the purpose of the 
processing is to identify new unforeseen 
correlations, which also makes it diffi-
cult to fully communicate all the conse-
quences of the consent.

Another challenge is that in some 
cases it is not possible to say in ad-
vance and in detail how the collected 
data will be used, for example when 
collecting health data as a resource for 
future research projects. In research, a 
‘broad consent’ model has been used 
for some time where the individu-
al, instead of consenting to a specif-
ic research project, gives consent to 
personal data being used for future 
research for a more general purpose, 
such as gaining knowledge of causes 
of disease. ‘Dynamic consent’ aims to 
develop broad consent by offering the 
individual the option of continuously 
reconsidering their consent choices or 
consenting to new projects.25

Limits of autonomy
Sometimes there is a need to use indi-
viduals’ health data for purposes that 
do not primarily benefit the individu-
als themselves. In these cases, a trade-
off may be needed between autonomy 
and other values such as solidarity and 
promoting public health.26 Some pur-
poses are generally considered to be so 
important from a societal point of view 
that it is deemed ethically acceptable 
for the data to be processed without 
asking the individual for their consent. 
This applies to the Swedish health data 
and quality of care registers for exam-
ple, where patient data are collected in 

” A truly auton-
omous deci-
sion requires 
not only that 
the individual 
has deci-
sion-making 
capacity, 
but also 
information 
about what 
the decision 
involves and 
its conse-
quences.”
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order to monitor health trends in the 
population and to follow up and devel-
op the quality of care. Under certain 
conditions, researchers may also obtain 
data in medical records without the pa-
tient’s consent but only after ethical re-
view and approval.

The question of how far the require-
ment for consent should go has be-
come more topical as result of digi-
talisation and the possibilities it has 
opened up. The use of individuals’ 
health data is the very foundation of 
the benefits that digitalisation is in-
tended to generate in terms of health 
and resource efficiency. For example, 
precision medicine requires that data 
from many individuals be compared 
in order for the right patient to get 
the right treatment. It raises the ques-
tion of whether it should be possible 
to process data from a patient with-
out requiring their consent if the aim 
is to improve the care of other pa-
tients. The care that current patients 
are offered is based on knowledge de-
rived in part from previous patients. 
Based on a principle of reciprocity, it 
has been argued that today’s patients 
have an obligation to help improve 
the quality of healthcare for future pa-
tients, such as by consenting to their 
health data being processed. This is 
conditional on the protection of the 
patient’s privacy and other fundamen-
tal interests.27 The problem of obtain-
ing meaningful consent is a factor that 
has led to a greater focus on solidarity 
aspects of sharing health data.28

An alternative way of looking at the 
individual’s right to autonomy in rela-
tion to data about their health that is 
currently being debated is that instead 
of the actor who wants to use the data 
seeking consent for more or less pre-
cisely defined areas of application, 
people should be given more opportu-
nities to donate their data for purpos-
es they want to help.29 

The issue of an individual’s right to 
decide how their data may be used 
becomes complicated when the data 
concerns not only the individual them-
selves, but may also affect others, such 
as with genetic data. Should a person 
be free to share their genetic data if 
this also results indirectly in the disclo-
sure of sensitive information about rel-
atives? Or if it leads to relatives receiv-
ing potentially unwanted information 
about their future health? On the other 
hand, should a patient be able to object 
to healthcare sharing such information 
with a genetic relative for whose health 
it may be crucial, or crucial to be able 
to make a well-informed reproductive 
decision, even if hiding the identity of 
the original patient is not possible?

De-identification of data is a strate-
gy to enable the sharing of data when 
consent cannot be obtained.30 As de-
scribed above, it is not always possible 
to rule out that de-identified data can 
be made identifiable again, but even 
where this is possible, it is not self-evi-
dent that the individual’s autonomy can 
be casually cast aside. People may have 
legitimate demands when it comes to 
influencing how data obtained from 
them is used – they may want to influ-
ence what purposes they wish to sup-
port. For example, some may want to 
contribute to research in certain fields 
but not in others, or to research carried 
out by some actors but not others.

Trust
Trust in publicly funded healthcare is 
based on the care provided being of 
the highest possible quality. This in 
turn is dependent on making the most 
of the possibilities offered by digital-
isation. However, if people are going 
to accept more and more health data 
about them being collected and used, 
they need to have confidence that the 
data will be processed in a way and 
for purposes that they feel are ethical-
ly acceptable. If data security cannot 
be guaranteed and their health data 

” People 
may have 
legitimate 
demands 
when it 
comes to 
influencing 
how data 
obtained 
from them is 
used.”
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fall into the wrong hands, if de-identi-
fied data are re-identified, or if health 
data are used in a way that is seen as 
unethical, trust in the healthcare sys-
tem and other social institutions could 
be damaged. This may lead to a back-
lash where society is forced to impose 
stricter rules than necessary in order 
to regain the public’s trust, which may 
lead to difficulties in fully realising the 
potential benefits of health data.

Retaining trust can be particularly 
challenging if it becomes increasing-
ly difficult to obtain consent in a way 
which ensures that the individual un-
derstands how their data will be used. 
If the consent information provided is 
unclear or difficult to grasp, and it then 
emerges that the data have been used in 
a way that breaches a person’s privacy, 
it can lead to feelings of being deceived 
or exploited, and to a loss of trust.

One way of strengthening trust may 
be various models that give patients 
more control over their data by allow-
ing them to track how the data are 
used for different purposes and giving 
or withdrawing their consent.

Equality and non-discrimination 
One ambition of using more health 
data is to achieve more appropri-
ate interventions for both individuals 
and groups. For example, risk assess-
ments based on belonging to a partic-
ular group mean that screening pro-
grammes and prevention measures 
can target groups with a high risk of 
the disease, rather than the whole 
population, where the risk for many 
is low. Targeting a screening offer to 
groups where this intervention would 
be the most useful could lead to great-
er health equality and a more efficient 
resource utilisation. More possibilities 
for sharing data between different ac-
tors can provide a larger patient base 
on which to perform various types of 
analysis. This makes these analyses 
more trustworthy – something that 

could benefit individuals in smaller 
patient groups in particular. 

But there may also be risks in making 
assessments of and targeting interven-
tions at individuals because they be-
long to a particular group. For exam-
ple, people who belong to groups who 
are expected not to follow their doctors’ 
orders fully, or who respond less favour-
ably to treatment, or who are at higher 
risk of suffering from certain diseases, 
may be at risk of being treated different-
ly than others, not because of traits that 
they as individuals necessarily have, but 
because they belong to a group in which 
such traits frequently occur.32 

Data bias
Health data collected from various 
sources are not always representative of 
the whole population. Some genetic da-
tabases have a preponderance of peo-
ple of European origin, while women 
and older people are often under-repre-
sented in clinical trials.33 The fact that 
some groups seek medical care more 
often than others with similar health 
problems can also lead to data bias. 
Genetic and physiological differences 
between different groups in the popu-
lation can affect both their risk of be-
coming ill and how they might respond 
to treatments.34 Biased data can make 
the models developed from this data 
less accurate for people in under-repre-
sented groups.* The result can be that 
existing health gaps get wider.35 

Lack of transparency
Automated processes for medical as-
sessments are sometimes based on 
technologies that are not transparent, 
where it is unclear what data the re-
sults are based on, and how they are 
evaluated.36 This can make it more dif-
ficult to detect various forms of data 
bias. The lack of transparency can also 
make it difficult for people to request 
a review if they feel that the assess-
ment is incorrect.

*  Read more about data bias in the 
publication In brief – Artificial intelli-
gence in healthcare from the Swedish 
National Council on Medical Ethics 
(Smer 2020:2).

” Health data 
collected 
from various 
sources are 
not always 
represen-
tative of the 
whole popu-
lation.”
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Challenges for the future
Digitalisation has brought entirely new opportu-
nities to collect, share and analyse health data to 
improve the quality of health care and promote 
good and equitable health. These opportunities 
need to be harnessed for society to be able to 
provide care that meets people’s needs and 
expectations. At the same time, the use of health 
data can bring up a range of ethical issues related 
to privacy, autonomy, justice and trust among 
other things. If visions of a data-driven health-
care system are to be realised in an ethically 
sustainable way, these issues need to be addressed 
and managed by those responsible at various levels. 

PRIVACY AND DATA PROTECTION. Health data 
are sensitive and can cause serious harm in a 
person’s life if they are disclosed. It is much more 
difficult today to avoid individuals being identifi-
able in large datasets. Such datasets can also make 
it possible to describe individuals from many an-
gles. Given the large quantities of sensitive patient 
data required to achieve visions of data-driven 
healthcare, it is vital that questions of data protec-
tion and the right of control over data pertaining to 
one’s own health are resolved, and that a solution 
is found to the question of how data can be shared 
and made accessible to care providers, research-
ers and developers in a way that is ethically sus-
tainable. 

AUTONOMY. The increased use of health data that 
can also be linked to data about a person’s family 

members and others close to them affects the 
scope for respecting autonomy. Applying the prin-
ciple of informed consent may become increasing-
ly difficult. Should the possibilities of using health 
data without consent be expanded, and if so, for 
what purposes? How can this be done in a way that 
does not risk undermining trust in the healthcare 
system? Can the patient exercise control over their 
data in other ways? Should the healthcare system 
be able to disclose data that can be crucial to the 
health of close family members but which originally 
came from another patient?

WHAT DATA SHOULD BE SOUGHT? As more and 
more health data on individuals are processed, 
the risk increases of information being disclosed 
that could in fact be detrimental to the individual. 
Stands need to be taken regarding which health 
data should be sought for an individual and how 
the data should be communicated to the individ-
ual or those close to the individual. Patients must 
be able to make informed choices about what in-
formation they want, and their right not to know 
must be guaranteed. 

EQUALITY AND JUSTICE. Increased use of health 
data can lead to both greater and smaller health 
gaps. So that everyone can share in the benefits of 
a digitalised healthcare system on an equal footing, 
it is important to ensure that the data collected rep-
resent the entire population and that the benefits 
do not just accrue to those groups that supply more 
health data. 



Smer 2022:4     11

In brief Health Data

Conclusion
Digital development has resulted in 
new opportunities for the collection, 
sharing and processing of data. In 
the area of healthcare, this can ben-
efit the health of the individual and 
improve efficiency, but can also entail 
increased risks associated with funda-

mental values such as privacy, auton-
omy and justice. A sustainable ap-
proach to the use of health data must 
be based on a well-considered ethical 
foundation, in which important values 
are safeguarded and balanced. 
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